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[bookmark: _Toc207573619]OT (Operational Technology) Security - NOS Review 2025
This review is to develop new National Occupational Standards (NOS) for OT (Operational Technology) Security. 
NOS are statements of competence that underpin vocational qualifications and apprenticeships in Northern Ireland, Scotland and Wales. The purpose and role of NOS are defined here - https://www.ukstandards.org.uk/About-nos 
The UK NOS can be located using the NOS database hosted by Skills Development Scotland here https://www.ukstandards.org.uk/NOS-Finder
The draft NOS for OT Security outline the essential skills and knowledge required to support apprenticeships and vocational qualifications across the UK. These standards define the competencies needed to assess and manage cybersecurity risks in operational technology systems, implement protective controls, respond to incidents, conduct compliance activities, and oversee the secure integration of OT systems with IT networks and industrial infrastructure.
These NOS can be combined with other relevant NOS and configured as required. 
[bookmark: _Toc115871808][bookmark: _Toc207573620]OT Security NOS files
[bookmark: _Hlk80913254]Table 1 below lists the new individual draft OT Security NOS. Each NOS are set out in the following pages using the sequence in the tables below. 
	NOS URN
	NOS Title
	Status
	Page

	NOS Suite: Digital and Data Professional
	

	TECDT611401
	Assess and Monitor Cybersecurity Risks in Operational Technology Systems
	New
	2

	TECDT611402
	Implement and Maintain Security Controls for OT Systems
	New
	4

	TECDT611403
	Respond to and Recover from OT Cybersecurity Incidents
	New
	6

	TECDT611404
	Conduct Compliance and Assurance Activities for OT Cybersecurity
	New
	8

	TECDT611405
	Integrate OT Cybersecurity into Industrial Network Design and Architecture
	New
	10

	TECDT611501
	Manage the implementation of OT security 
	New
	12



Table 1 – OT Security NOS areas of competence
[bookmark: _Toc88126072]
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[bookmark: _Toc207573621]TECDT611401 – Assess and Monitor Cybersecurity Risks in Operational Technology Systems 

Overview 
This standard defines the competencies required to assess and monitor cybersecurity risks affecting Operational Technology (OT) systems. It covers the identification of assets, evaluation of vulnerabilities, assessment of threats, and continuous risk monitoring activities within OT systems.
Professionals in this role play a critical part in safeguarding Supervisory Control and Data Acquisition (SCADA) systems, Industrial Control Systems (ICS), Internet of Things (IoT) components, and other cyber-physical OT systems from compromise. This standard addresses both technical and contextual risk factors relevant to OT systems and supports alignment with recognised OT risk frameworks and regulations.
This standard is intended for OT cybersecurity professionals who are responsible for evaluating and monitoring cyber risks across operational networks, systems, and components.
The performance criteria and knowledge and understanding statements for this NOS are defined as follows.
Performance criteria
You must be able to: 
P1. Identify and classify OT assets in terms of criticality, function, and exposure to cyber threats.
P2. Gather threat intelligence from relevant sources to inform the OT threat landscape.
P3. Conduct OT-specific vulnerability assessments, taking account of system constraints and safety requirements.
P4. Evaluate potential impacts of cyber threats on OT safety, availability, reliability, and compliance.
P5. Apply OT cybersecurity risk assessment methodologies in line with organisational standards.
P6. Collaborate with engineers and operational staff to review OT risk findings and assess impact.
P7. Document and report OT risk assessment results clearly, using language and formats appropriate for both technical and non-technical stakeholders.
P8. Implement continuous monitoring mechanisms to detect changes in risk posture across OT systems.
P9. Maintain current records of OT assets, risk registers, and threat models to inform risk reviews, reporting, and mitigation planning.

Knowledge and understanding
You need to know and understand:
K1. [bookmark: _Hlk207614004]Types of OT systems and components, including Supervisory Control and Data Acquisition (SCADA) systems, Programmable Logic Controllers (PLCs), Remote Terminal Units (RTUs), Human-Machine Interfaces (HMIs), and Internet of Things (IoT) / Industrial Internet of Things (IIoT) devices.
K2. Common OT-specific cyber threats and attack vectors, including unauthorised remote access, malware, lateral movement, and protocol abuse.
K3. Sources of threat intelligence relevant to industrial and critical infrastructure systems.
K4. OT vulnerability assessment approaches, including passive scanning, protocol analysis, and manual review methods that avoid operational disruption.
K5. Risk assessment frameworks used in OT systems, including those from the International Electrotechnical Commission (IEC), the National Institute of Standards and Technology (NIST), and the International Organization for Standardisation (ISO).
K6. The relationship between cybersecurity risk and operational risk, including safety, availability, integrity, and legal compliance.
K7. Techniques for modelling cyber risks, including asset threat matrices, attack trees, and likelihood-impact assessments.
K8. Tools and techniques for OT network monitoring, anomaly detection, and asset discovery.
K9. Regulatory requirements and industry standards related to OT risk management including the UK Cyber Assessment Framework, relevant HSE operational guidance and EU guidance for operating cross-border services.
K10. Effective communication and reporting strategies for risk findings, tailored to engineers, managers, and decision-makers.
K11. Methods for maintaining accurate OT asset inventories and risk registers that reflect evolving infrastructure and threat landscapes.
K12. Stakeholder engagement strategies for collaborating with multidisciplinary teams in industrial and safety-critical systems.
[bookmark: _Toc207573622]TECDT611402 – Implement and Maintain Security Controls for Operational Technology (OT) Systems 

Overview 
This standard defines the competencies required to implement and maintain cybersecurity controls in Operational Technology (OT) systems. It focuses on applying security measures that preserve system availability, safety, and integrity, while accounting for operational constraints and legacy limitations within OT systems.
The standard includes the configuration and maintenance of technical controls (e.g. access restrictions, segmentation, secure protocols), the implementation of security monitoring and intrusion detection capabilities, and the coordination of security improvements across OT networks and assets.
This standard is intended for professionals responsible for securing OT systems from cyber threats, whilst maintaining system functionality and operational safety.
The performance criteria and knowledge and understanding statements for this NOS are defined as follows.
Performance criteria
You must be able to: 
P1. Implement system hardening on OT components by disabling unnecessary services, restricting access, and securing interfaces in line with organisational policies.
P2. Implement role-based access control (RBAC) mechanisms, that reflect the operational roles, functions, and safety constraints of OT systems.
P3. Segment OT networks into security zones, applying principles of least privilege and trust boundaries.
P4. Configure and maintain secure remote access methods to OT systems, including multi-factor authentication and session auditing.
P5. Configure and maintain OT-specific intrusion and anomaly detection tools to monitor and analyse traffic on industrial communication protocols.
P6. Deploy and configure endpoint protection solutions suitable for OT assets, considering system performance and compatibility.
P7. Define and document secure configuration and change control procedures for OT systems in line with organisational standards.
P8. Collaborate with OT engineers and system owners to validate that security controls align with operational safety and reliability requirements.
P9. Maintain up-to-date documentation of implemented controls, configurations, and security baselines.
P10. Review and improve implemented security controls in response to changes in threat landscape, operational priorities, or audit findings.

Knowledge and understanding
You need to know and understand:
K1. Common OT devices and architectures, including SCADA (Supervisory Control and Data Acquisition)  systems, PLCs (Programmable Logic Controllers), HMIs (Human-Machine Interfaces), and distributed control systems (DCS).
K2. Principles of secure configuration and system hardening for OT systems.
K3. Methods and technologies for OT network segmentation, including firewalls, virtual local area networks (VLANs), data diodes, and demilitarised zone (DMZ) design.
K4. Access control models and their application to OT systems, including role-based access control (RBAC), attribute-based access control (ABAC), and the principle of least privilege.
K5. Requirements for secure remote access in OT systems, including jump hosts, VPNs, and protocol tunnelling.
K6. OT-specific monitoring tools, including industrial intrusion detection and prevention systems (IDS/IPS), network traffic monitoring solutions, and protocol-aware anomaly detection.
K7. Constraints of OT systems, including system availability, real-time requirements, legacy operating systems, and limited patchability.
K8. Compatibility considerations when applying antivirus, application whitelisting, or endpoint protection on OT assets.
K9. Best practices for OT system change control, including validation, documentation, and rollback mechanisms.
K10. Security baseline development and benchmarking against national and international standards, including those from IEC (International Electrotechnical Commission),  and NIST (the National Institute of Standards and Technology).
K11. Techniques for collaborative working across IT, cybersecurity, and operational teams, that balance risk mitigation and system performance.
K12. Security testing approaches for OT, including non-intrusive validation and coordination with safety engineers.

[bookmark: _Toc207573623]TECDT611403 – Respond to and Recover from OT Cybersecurity Incidents 

Overview 
This standard defines the competencies required to respond to and recover from cybersecurity incidents affecting Operational Technology (OT) systems. It includes incident detection, triage, containment, response coordination, forensic investigation, and system recovery, all carried out within the operational constraints of safety-critical and real-time OT systems.
Professionals performing this role must provide effective incident handling that protects human safety, minimises disruption to physical processes, and restores operational continuity in accordance with regulatory and organisational requirements.
This standard is intended for individuals responsible for incident response and recovery planning within OT systems including SCADA (Supervisory Control and Data Acquisition), Industrial Control Systems (ICS), and other related technologies.
The performance criteria and knowledge and understanding statements for this NOS are defined as follows.
Performance criteria
You must be able to: 
P1. Identify cybersecurity incidents in OT systems, to determine their severity, affected assets, and potential impact.
P2. Initiate containment actions in a timely and safe manner, considering operational continuity, safety systems, and interdependencies.
P3. Coordinate incident response activities with internal teams, external partners, and relevant authorities in line with organisational procedures.
P4. Perform initial forensic analysis on affected OT systems to identify indicators of compromise (IOCs), attack vectors, and root causes.
P5. Follow organisational incident response procedures and playbooks, tailored for OT-specific constraints and risks.
P6. Apply incident response procedures and playbooks that address the constraints and risks specific to the organisation’s OT systems
P7. Escalate OT cybersecurity incidents in line with organisational procedures, prioritising those that affect safety or operational continuity.
P8. Restore system functionality during recovery by applying validated backups, implementing reconfigurations, and verifying operational integrity in line with organisational procedures.
P9. Document the incident timeline, actions taken, and lessons learned, to contribute to continuous improvement.
P10. Participate in post-incident reviews to update response procedures, threat models, and risk mitigation strategies.
P11. Conduct incident response and recovery actions in line with safety legislation, industry standards, and organisational business continuity procedures relevant to OT systems.

Knowledge and understanding
You need to know and understand:
K1. The nature of OT cybersecurity incidents, including ransomware on SCADA systems, unauthorised access, lateral movement, and disruption of process control.
K2. Principles of incident detection and triage, including log analysis, alert correlation, and operational anomaly detection.
K3. Incident response frameworks and standards relevant to OT (including those from NIST, IEC, and the UK Cyber Assessment Framework).
K4. OT system dependencies and safety constraints, and how they affect containment and recovery options.
K5. Forensic principles applicable to OT systems, including non-invasive evidence collection, log preservation, and maintaining chain of custody.
K6. OT-specific threat intelligence, including known malware targeting programmable logic controllers (PLCs), human-machine interfaces (HMIs), and Supervisory Control and Data Acquisition (SCADA) systems.
K7. Crisis communication and coordination protocols, including roles, escalation paths, and external stakeholder engagement.
K8. Methods for restoring OT systems safely and securely, including reimaging, failover procedures, and backup validation.
K9. How to verify system integrity and safety before restoring full operational functionality.
K10. Disaster recovery and business continuity requirements in industrial contexts, including Recovery Time Objectives (RTOs), Recovery Point Objectives (RPOs), and cross-dependency mapping.
K11. Post-incident review techniques, including root cause analysis, scenario replay, and mitigation plan development.
K12. Regulatory and legal obligations for incident reporting, including sector-specific compliance frameworks.

[bookmark: _Toc207573624]TECDT611404 – Conduct Compliance and Assurance Activities for OT Cybersecurity 

Overview 
This standard defines the competencies required to carry out compliance and assurance activities relating to Operational Technology (OT) cybersecurity. It includes understanding and applying regulatory, legal, and standards-based requirements in OT systems, as well as conducting audits, reviews, and assurance assessments across cyber-physical systems.
Professionals in this area play a vital role in verifying that OT systems meet applicable cybersecurity and safety regulations, conform to industry standards, and align with organisational policies and risk tolerance. The standard supports ongoing assurance in critical infrastructure and industrial sectors.
This standard is intended for individuals responsible for OT cybersecurity compliance monitoring, regulatory alignment, third-party assurance, and internal governance activities.
The performance criteria and knowledge and understanding statements for this NOS are defined as follows.
Performance criteria
You must be able to: 
P1. Identify applicable legal, regulatory, and standards-based requirements for OT cybersecurity within your sector and jurisdiction.
P2. Identify the OT cybersecurity requirements set out in applicable legislation, regulatory frameworks, and industry standards in line with organisational operations.
P3. Conduct gap analyses and compliance assessments of OT systems and controls in line with organisational procedures and industry frameworks.
P4. Evaluate supplier and third-party security practices affecting OT systems, using defined assurance frameworks.
P5. Review audit logs, asset inventories, and system configurations to verify ongoing compliance with defined security baselines.
P6. Collaborate with engineering, operations, and cybersecurity teams to define compliance roles and implement required controls across OT systems.
P7. Provide compliance reports to relevant stakeholders, highlighting risks, non-conformities, and recommended remediation actions.
P8. Coordinate and support internal and external audits by providing required evidence, maintaining traceability, and contributing to follow-up action plans.
P9. Maintain records of compliance activities, including findings, recommendations, and evidence of corrective actions taken.
P10. Contribute to the development and refinement of organisational OT cybersecurity policies, standards, and control frameworks.
P11. Align compliance activities with the organisational requirements for operational safety, system reliability, and service continuity in OT systems.

Knowledge and understanding
You need to know and understand:
K1. Sector-specific OT cybersecurity regulations, including NIS2 Directive, UK Cyber Assessment Framework (CAF), HSE safety guidance, and other statutory or industry requirements.
K2. International and industry cybersecurity standards relevant to OT, including those from IEC, ISO/IEC , NIST, and ISA.
K3. Compliance and assurance methodologies, including audits, technical assessments, policy reviews, and control testing.
K4. Role of governance frameworks in managing OT cybersecurity risk, including responsibility assignment, escalation paths, and risk ownership.
K5. Techniques for conducting gap analysis, maturity assessments, and risk-based compliance reviews.
K6. Requirements for supplier and third-party assurance, including questionnaires, service level agreements (SLAs), and audit rights.
K7. How to produce audit and assurance documentation, including compliance matrices, remediation plans, and evidence records.
K8. Principles of evidence-based auditing, including verification, triangulation, traceability, and reproducibility.
K9. Interplay between cybersecurity controls and operational safety standards, including regulatory constraints in industrial systems.
K10. Methods for integrating compliance into the system lifecycle, including procurement, deployment, maintenance, and decommissioning.
K11. Ethical, legal, and privacy considerations in compliance assessments, including data handling, user monitoring, and confidentiality.
K12. Continuous improvement practices, including root cause tracking, lessons learned, and iterative control refinement.

[bookmark: _Toc207573625]TECDT611405 – Integrate OT Cybersecurity into Industrial Network Design and Architecture 

Overview 
This standard defines the competencies required to integrate cybersecurity into the design and architecture of Operational Technology (OT) networks. It focuses on building secure, resilient, and scalable OT infrastructures that can withstand evolving cyber threats while maintaining real-time performance and safety requirements.
Professionals applying this standard will design and implement network architectures that incorporate zoning, segmentation, secure protocols, and layered defences. It also includes alignment with IT/OT convergence strategies, supply chain security, and architectural governance.
This standard is intended for individuals responsible for designing or re-architecting OT networks with built-in cybersecurity, especially in critical infrastructure and industrial control systems.
The performance criteria and knowledge and understanding statements for this NOS are defined as follows.
Performance criteria
You must be able to: 
P1. Design OT network architectures that integrate layered security controls aligned with organisational risk profiles.
P2. Apply security zoning and segmentation strategies to OT networks, including the use of demilitarised zones (DMZs), conduits, and firewalled trust boundaries, in line with organisational requirements.
P3. Select and implement secure industrial communication protocols, to include encryption, authentication, and data integrity controls in line with organisational OT system requirements.
P4. Design secure remote access and perimeter defences to protect OT systems from unauthorised external access.
P5. Integrate OT cybersecurity requirements into new system designs, upgrades, and digital transformation projects in line with organisational procedures.
P6. Incorporate IT/OT convergence requirements into system design, including interoperability, separation of control functions, and secure cross-domain data exchange.
P7. Assess and mitigate architectural risks in OT systems, including single points of failure, use of shared credentials, and presence of unmonitored access paths.
P8. Design OT architectures to support high availability and operational safety, including within real-time and safety-critical OT systems.
P9. Collaborate with engineering, operations, and IT teams to validate architectural decisions and deployment plans.
P10. Document architectural designs, including security zones, traffic flows, control points, and dependencies, in line with organisational standards.

Knowledge and understanding
You need to know and understand:
K1. Fundamental principles of OT network architecture, including SCADA/ICS hierarchy (e.g. Purdue Model), real-time constraints, and deterministic traffic.
K2. Security zoning models and segmentation strategies, and how to apply them.
K3. Industrial communication protocols and their security characteristics.
K4. Techniques for securing network traffic, including encryption, VPNs, access control lists, and protocol whitelisting.
K5. Design patterns for secure remote access, including jump servers, time-bound access, multi-factor authentication, and logging.
K6. Impact of IT/OT convergence, including common integration scenarios, data sharing patterns, and associated risks.
K7. Security architecture principles, including least privilege, fail-safe defaults, redundancy, and compartmentalisation.
K8. Methods for assessing architectural risk, including threat modelling, dependency mapping, and criticality assessment.
K9. Best practices for supply chain security in OT system design, including vendor hardening requirements and secure provisioning.
K10. Lifecycle management of OT network architecture, including planning for scalability, maintenance, and phased upgrades.
K11. Role of standards and frameworks in architectural planning and governance.
K12. Collaboration and communication methods for engaging technical and operational stakeholders during architectural design.

[bookmark: _Toc207573626]TECDT611501 – Manage the Implementation of OT Security

Overview 
This standard defines the competencies required to manage the implementation of cybersecurity across Operational Technology (OT) systems. It includes translating risk assessments into prioritised implementation plans, coordinating multidisciplinary teams, allocating resources, and delivering OT security measures in accordance with organisational goals.
This role bridges the gap between strategic cybersecurity planning and technical execution by implementing controls, procedures, and technologies that are embedded into OT systems in a structured and sustainable way.
This standard is intended for professionals responsible for managing OT cybersecurity programmes or initiatives as part of their job function.
The performance criteria and knowledge and understanding statements for this NOS are defined as follows.
Performance criteria
You must be able to: 
P1. Develop and maintain an OT security implementation plan, based on risk assessments, compliance requirements, and organisational priorities.
P2. Translate OT cybersecurity strategy and policies into practical implementation steps, schedules, and deliverables.
P3. Coordinate cross-functional teams, including engineers, IT staff, vendors, and contractors, to deliver OT security projects.
P4. Allocate resources and define responsibilities to provide sufficient time, funding, and expertise for successful implementation.
P5. Monitor implementation progress, resolving risks, dependencies, and delays to keep projects on track.
P6. Manage implementation activities to confirm alignment with organisational and regulatory safety and operational standards for OT systems.
P7. Manage implementation activities in line with organisational and regulatory safety and operational standards for OT systems.
P8. Conduct impact assessments to evaluate how proposed security measures will affect OT operations, safety systems, and performance.
P9. Communicate progress, challenges, and outcomes to stakeholders, including senior management, regulators, and operational leads.
P10. Manage change, including version control, rollback plans, and approval workflows for OT security updates in line with organisational procedures.
P11. Test, validate, and integrate implemented controls in line with organisational OT procedures.
P12. Review post-implementation results, identifying lessons learned, and feeding improvements back into the OT cybersecurity programme.

Knowledge and understanding
You need to know and understand:
K1. The components and operating models of Operational Technology (OT) systems, including Supervisory Control and Data Acquisition (SCADA) systems, programmable logic controllers (PLCs), human-machine interfaces (HMIs), and industrial networks.
K2. OT cybersecurity frameworks and control standards, and sector-specific guidance.
K3. Project and programme management principles, including task planning, budgeting, resource allocation, and risk tracking.
K4. Change management processes suitable for OT systems, including safety assurance, impact evaluation, and staged deployment.
K5. Communication strategies for engaging stakeholders from engineering, operations, cybersecurity, and executive functions.
K6. Common barriers to OT security implementation, including legacy technology, organisational culture, and operational constraints.
K7. Risk-based prioritisation techniques, including how to align security investments with threat likelihood and impact.
K8. Techniques for tracking and reporting implementation status, including KPIs, Gantt charts, and milestone reviews.
K9. OT safety principles and how cybersecurity changes can impact physical systems, workflows, and safety-critical operations.
K10. Tools for managing implementation activities, including workflow platforms, compliance tracking systems, and asset management tools.
K11. Regulatory and legal considerations, including those set out in UK Health and Safety Executive (HSE) guidance, the UK Cyber Assessment Framework (CAF), and relevant EU legislation.
K12. Methods for testing and validating security controls in OT contexts.
K13. Post-implementation assurance practices, including validation testing, audit trails, training delivery, and operational integration.
